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Abstract

A Computing Community is a group of cooperating
machines that behave like a single system and runs all
general-purpose applications—without any modifica
tions to the shrink-wrapped binary applications or the
operating system. In order to realize such a system, we
inject awrapper DLL into an application at runtime that
manages the execution of the application and endows it
with features such as virtualization and mobility.

This paper describes the concept of virtualization,
and the mechanism of injection and the implementation
of a wrapper DLL. We focus on one kind of applica-
tions, those that use sockets to communicate with other
processes. We show how these processes can migrate
between machines without disrupting the socket com-
munications. We have implemented the software that
needs to be injected into the application to enable this
feature. Handling more application types is part of the
continued research in the Computing Communities pro-
ject.

1. Introduction

The impact of the “Networks of Workstations (NOW)”
approaches and the “cluster” approaches for distributed
computing has had limited impact on the general-purpose
computing arena. The NOW approach has resulted in a
plethora of paralel computing platforms (such as PVYM
[12], MPI [13], Calypso [10], Linda [6], Treadmarks [1],
Brazos [25] and so on). The clustering approaches as been
successful in a few special application areas such as
highly reliable file and database and web services (nota-
bly from Sun, Tandem, IBM and Microsoft).

The promise of distributed computing for general-
purpose computations was a major thrust in the develop-
ment of Distributed Operating Systems in the mid-1980s.
Operating systems such as Amoeba [27], Mach [21],
Clouds [7], Chorus [22], and so on failed to bring the
power of distributed general purpose computing to the
desktop. In retrospect, the shortcoming of these systems
resulted from the application development barrier.
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The application development barrier is the void of ap-
plications for a new platform. If we design a new distrib-
uted operating system, we endow it with a lot of novel
features, but this requires a redevelopment or at least a
rewriting of all the applications that have to run on the
system, and often such a task is infeasible. The applica-
tion development barrier is further complicated by the
need to use newer and ever-expanding array of APls
needed for implementing the enhanced features. Cur-
rently, APl bloat is causing many of the new features in-
vented, to be ignored by the applications.

Our research is targeted to bridging this gap to enable
al existing (legacy) shrink-wrapped applications to be
executable on a new distributed platform, where the dis-
tributed platform supports al the abilities of a true dis-
tributed system, such as distributed scheduling, process
mobility, failure masking, load balancing and so on. We
want to preserve old applications, old APIs and make
these systems get new features without the use of any new
APIs or programming strategies. The system that we are
attempting to build is an integrated distributed computing
platform that we call as a “Computing Community” (see
section 1.1).

The basic mechanism we use to build computing
communities is the unobtrusive injection of new function-
alities into existing systems. This approach requires no
changes to the operating system or the existing applica-
tion base, and yet endows the system with additional
functionality.

In this paper, we show how such injectable function-
ality is achievable and how it is used to create services
that allow programs to become maobile in a distributed
environment. In the next subsection we discuss the fea-
tures and approach of the Computing Communities pro-
ject. Section 2 illustrates how APl Interception is
achieved. Section 3 provides details about our process
migration facility and section 4 describes how processes
with network connection are migrated (while preserving
the connections). Section 5 discusses related work. Our
research uses the Windows NT operating system, but the
techniques are applicable to other operating systems such
as Unix or Linux.
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1.1 Computing Communities

Our research is part of alarger project called “ Comput-
ing Communities’ (or CC) [9]. The goa of the CC pro-
ject is to enable a group of computers to act like a large
community of systems, which grows or shrinks based on
dynamic resource requirements through the scheduling
and migration of processes, applications and resource
allocations between systems—all transparently.

The computers participating in the CC utilize a stan-
dard operating system and run shrink-wrapped applica-
tions. The novelty of the CC approach is that it is non-
intrusive, causing no application redesign, re-coding or
recompiling. Binary compatibility is assured while add-
ing new services and features such as transparent distri-
bution, global scheduling, fault tolerance, and application
adaptation.

The key technique to achieve such a system is the crea-
tion of a “virtualizing Operating System” or vOS. The
main theme in the vOS is, of course “virtudization”. Vir-
tualization is the decoupling of the application process
from its physical environment. That is, a process runs on
a “virtual processor” with connections to a virtual screen
and virtual keyboard. The application uses virtual files,
virtual network connections, and other virtual resources.
The vOS has the ability to change the connections of the
virtual resources to real resources at any point in time,
without support from the application. Some of the advan-
tages of virtualization of resources are:

» A critica application running on one machine can be
moved to a new machine, if the first machine has to
be shutdown. This will be useful to perform mainte-
nance without service interruption (reassignment of a
physical CPU for the virtual CPU).

* Having multiple physical resources for a virtual re-
source delivers many new capabilities ranging from
replicating the application displays on multiple moni-
tors to replicating processes on multiple machines for
fault tolerance. The application does not need to im-
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Figure 1: Translating virtual handles to
physical handles to enable virtualization
for a process P.

plement these mechanisms (reassignment of, possible
multiple, physical resources to virtual resources).

* InaCC, the scheduler can schedule the processes on
any machine in the CC independent of what re-
sources are used on the machine when they are
started. This can be used to achieve the required qual-
ity of service.

*  The users can change their virtual “home” machines
at will, even for applications that are currently run-
ning. Thus a login session can be detached from one
machine and reattached to another machine, dynami-
cally. Thisisthe ultimate mobile computing scenario.

The vOS implements the functionality to virtualize the
resources by controlling the mapping between the physi-
cal resources (seen by the operating system) and virtual
handles (seen by the application). In general, virtual han-
dies represent the software resources like file handles,
graphics handles and network handles (Figure 1). The
application uses the virtual handles as if they are OS gen-
erated. When the application passes a virtual handle to a
system call, the vOS intercepts that call and passes the
actual physical handle to the system call. This enables the
applications to use remote resources as though they are
local and change the mapping between the virtual handles
and physical handles dynamically. In essence, the vOS
provides a unified virtual machine interface for the appli-
cations. This environment consists of virtual CPU, virtual
communication subsystem, virtual user interface and vir-
tual file system. The vOS depends on a number of mecha-
nisms to provide the required services. The mechanisms
used by the vOS include API intercepting, mapping of
virtual handles to physical handles, GDI/file and network
virtualization and process migration.

This paper explains a mechanism to virtualize the net-
work connections used by a process i.e., the process can
move from one machine to another, but still sees the same
network connections.

2. API Interception

The virtualizing Operating System (vOS) sits between
the applications and operating system (Figure 2). The vOS
should be built without changing the source or binary
code of the applications so that all applications utilize
these advantages of the vOS. The unobtrusive injection of
the vOS functionality can be done by intercepting cals
made from the application to the underlying runtime sys-
tem and reinterpreting the call. This is called API inter-
ception [4, 16]. APl interception has been used to imple-
ment transparent services such as file compression
(Stacker) and extensible file systems (Ufo [2]).

On Windows NT, an application requests the OS ser-
vices by making Win32 API calls. All the necessary API
calls made by the application should be intercepted once
the application starts running. To achieve this, we have
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Figure 2: Using AP interception to create wrappers that implement the CC

built “Wrapper APIS’. The wrapper APl is a proxy of the
Win32 API that we want to intercept. Whenever an appli-
cation program calls aWin32 API routine, if there exists a
corresponding wrapper API, the wrapper API is automati-
cally called. The wrapper APl can implement a variant of
the original APl or pass the call to the original API, or
reinterpret the APl call and modify it to execute some-
thing quite different, in conjunction with calls made to
severa of the originals APIs. The addresses of Win32
APIs are stored in the import address table (IAT) in the
process's virtual address space. When a call is made to a
Win32 AP, it is redirected to the IAT from which another
jump occurs to the actual Win32 API. The addressesin the
AT are changed to the addresses of wrapper APl so that
when acall is made to an API, the wrapper API is called.

2.1 Wrapper Implementation

The approach to implement the wrapper API is to (1)
map the wrapper APIS code into the process's virtual
address space and (2) change the import address table
addresses to the wrapper APl addresses. These two steps
can be achieved by injecting a DLL into the process's
virtual address space using the methods described in [23].
In order toinject aDLL, astub routine isinjected (or cop-
ied) into the process address space and then this code is
run in the process context using the remote thread mecha-
nism explained in [23]. This code loads the DLL that con-
tains all wrapper APIs. When the DLL is loaded, the DLL
initidization function (DLLMain()) is caled, and this
routine changes the IAT to point to the wrapper API ad-
dresses. Next time when the Win32 AP is called, wrapper
API is activated instead of the original Win32 API.

3. Process Migration

Process Migration is the relocation of a process from
one machine to another machine. Process migration has
been heavily studied and implemented in the past without
any major impact to distributed computing. Process mi-
gration has typically been used for load balancing in par-

alel processing systems and includes systems such as
MPVM [5] and DynamicPVM [8], and Chime [27]. Oper-
ating systems that support process migration include Cho-
rus[22], MOSIX [3], Amoeba[27], and Sprite [11]. How-
ever in these systems, the applications have restrictions,
or have to be written for the particular OS, or have to be
recompiled or re-linked.

Past attempts at process migration have been limited to
processes without any 1/O connections or GUI handling.
The lack of impact has been largely due to the fact that
regular unmodified programs, which have external de-
pendencies, are generally considered not migratable.

In our research, migrating processes forms one of the
core features that is necessary to realize the power of a
CC [14, 18]. Hence the ability to migrate real processes—
i.e. processes running a standard unmodified binary of a
commercial application is essential. In this paper we focus
on the migration of processes with network connections
[18].

To migrate a process, its execution should be stopped,
and its state should be captured. Typical process state
consists of: thread contexts, threads stacks, text region,
data region (static memory), dynamic memory and system
state. The thread context consists of al the register values
like program counter, stack pointer etc. The text region is
the code region in the process's virtual address space that
is typically memory mapped from the executable from the
disk. The data region consists of global and static vari-
ables used by the program along with other information.
Heaps contain the dynamic memory allocated for the ap-
plication. System state consists of the process information
maintained by the operating system.

A process may use files, network connections and in-
ter-process communication. When the process is migrated,
its state should be restored so that process starts executing
where it was stopped before on the source machine. Of
course, from the Operating System’s point of view the
process is not migrated at all — we simply create a new



process and manipulate its state so that it will be identical
to the original process.

3.1 Capturing And Restoring State

The capture of the state of a running process can be
achieved if the process was injected with a wrapper when
the process was started. At load time, the process is
started in a suspended state and awrapper DLL isinjected
into the process. Then a thread is started inside DLL ini-
tialization routine (DIIMain) in the wrapper DLL. This
thread (called the control thread) waits for an external
request to capture state (Figure 3).

As the process executes, the wrapper DLL monitors
the external effects of the application and records such
events such as creation of sockets, opening of files and
creation of GUI objects. When a process creates (or at-
taches to) a resource, the handle returned by the operating
system is replaced by a “virtual handle” by the wrapper
DLL. The virtual handle is a system-wide unique resource
identifier. The application uses only the virtual handles
and the wrapper DLL performs the tranglation.

When the process is to be migrated from one machine
(say source machine) to another machine (say target ma-
chine), the control thread saves the process state and
sends this information to the target machine. On the target
machine, the application process is started in the suspend
mode and the wrapper DLL is injected and control thread
is created. The control thread on the target machine now
restores the process state and resumes the process. The
next subsections explain how various parts of the process
state are captured on the source machine and restored on
the target machine.

3.1.1 Thread Contexts:

When the process is to be migrated, the control thread
gets the main thread's context using GetThreadCon-
text() APl on the sources machine. The control thread
restores the thread's context using SetThreadContext()
API on the target machine.

3.1.2 DataRegion

The Data Region consists of .rdata, .idata, .edata
and .data sections. The .rdata section consists of read
only data like constant strings and constant integers etc.
The .idata section contains the import data including the
import directory. The .edata section consists of the export
data for an application or DLL. All the remaining global
variables are stored in the .data section. There is no need
to store the .idata or .edata or .rdata sections as they are
restored from the executable automatically when the
process is restarted on the new machine. The starting ad-
dress of the data region can be found from the portable
executable file format [19] that is mapped to the process's
virtual address space and the size of the region is found
by calling VirtualQuery() on that starting address. On the
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Figure 3: Injecting a processes with
wrapper and control thread.

target machine, the control thread restores the data region
at the same address.

3.1.3 Dynamic Memory

On Windows NT, the dynamic memory can be allo-
cated using heaps or by creating virtual memory using
VirtualAlloc(). Information about the heaps like the num-
ber of heaps and addresses of heaps can be found from
Process Environment Block (PEB). Each VirtualAlloc()
cal is intercepted and information about the memory re-
gions allocated is saved on the source machine and re-
stored exactly at the same locations in the process's vir-
tual address space on the target machine.

3.14 System Sate

Most of the information about the system state is
stored in the kernel space and cannot be accessed from the
user space. There are a few Win32 APIs that an applica-
tion can use in order to retrieve this information. These
APIs can be wrapped with wrapper APIs using the DLL
injection mechanism described in previous sections. The
wrapper APIs make the application see the same system
state on the target machine after the process is migrated.
All the handles seen by the application are virtualized i.e.,
the application sees the same virtual handles though the
physical handles on the target machine may be changed.

A process may use files, sockets, inter-process com-
munication and other graphica interfaces. When the
process is migrated, all the file and socket handles that are
opened by the process are invalid on the new machine.
Virtualizing the handles solves this problem. When the
process creates either a file or a socket using a Win32
API, a virtual handle is returned to the application. The
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wrapper APIs that are part of the vOS dynamically map
the virtual handles to the physical handles. The next sec-
tion explains migration of processes with (TCP/IP) net-
work connections using virtualization.

4. Migrating Connected Processes

Generally, network connections are created as follows:
One process acts as a “server”, and another process as a
“client”. The server creates a socket and binds to a well-
known port on a particular machine. Then, it waits for a
connection from the client. The client knows the IP ad-
dress and port number of the server. The client first cre-
ates a socket and then connects its socket to the socket
created by the server.

When a process has to migrate to another machine, it
closes all the connections with other processes and when
it is migrated to the new machine, it reestablishes the
connections. From then onwards, communication occurs
as if the process has not migrated. The next subsections
explain how this can be done transparently without
knowledge of applications.

The entire socket APIs are wrapped with wrapper
APIs. When the application calls a socket API, the corre-
sponding wrapper API is called. These wrapper APIs re-
turn the virtual handles to the application. As in the case
of saving process state, the control thread also handles the
network connection migration.

4.1 Migration of a Client Process

When the client has to migrate, the control thread
saves the information about the sockets and sends a mes-
sage to the server to close the connection to the control
thread on the server. When it receives the OK message
from the control thread on the server, it closes the connec-
tions. The control thread on the server also closes the

connection and waits for a message from the client proc-
ess on the new machine.

When the client process is restarted on the target ma-
chine, the control thread restores the process state. The
control thread reads the socket information from the
checkpoint file and gets the server IP address and port
number. The control thread sends a message to the socket
thread on the server machine that it is ready to reopen the
connections.

The control thread makes a connection to the server
and saves the new socket handle. However, the applica-
tion still sees the same virtua socket handle and the map-
ping between the virtual socket handles to physical han-
diesis donein the wrapper APIs (Figure 4).

4.2 Migration of a Server Process

The same method is followed when the server is mi-
grated from one machine to another except that when the
server is migrated to the target machine, it sends the IP
address of the target machine to the client’s control
thread. It alows the client to know the server’s new IP
address and reestablish all the connections. It is not nec-
essary when the client migrates, because the client has to
know the server’s IP address in order to establish a con-
nection whereas server need not know the client’s IP ad-
dress.

The above scheme can be extended to work when the
application to be migrated is not talking to a process that
has a wrapper DLL (a process outside the CC). In this
case, al communication between wrapped applications
and non-wrapped applications has to go through a gate-
way (or proxy). The connections between the applications
and the proxy can be renegotiated when they migrate, but
since the proxy does not migrate, the proxy to non-
wrapped application connection remains the same.

5. Related Work

There are severa existing solutions to process migra-
tion problem on UNIX like MPVM [5], Condor [17],
LibChkPt [20], MOSIX [3], and Sprite [11]. To our
knowledge, the systems that provide process migration on
Windows NT are NT-SwiFT [15] at Bell Labs and a
checkpoint facility [24] developed at Intel, Isragl. The
following sections explain the related work.

51 MPVM

Parallel Virtual Machine (PVM) is a software system
that allows a network of workstations to be programmed
as a single computational resource. Migratable PVM
(MPVM) [5] is an extension of PVM that supports trans-
parent process migration. MPVM allows parts of a paral-
lel computation to be suspended and later resumed on
other workstations by migrating the process state from
one machine to another. Transparency is ensured by modi-



fying the PVM libraries and daemons and by providing
wrapper functions to some system calls. This mechanism
is implemented at the user level. Some of the limitations
are: The programmer has to create the executables that are
statically linked with the libraries. This system is for only
PVM computations and not for general purpose processes.

5.2 Condor

Condor [17] is a distributed batch processing system
for UNIX. It schedules jobs in a network of workstations.
It transparently checkpoints the process state to a file and
restarts a process possibly on a different machine. Pro-
grams are re-linked (but not re-compiled) to include the
checkpoint libraries. It is implemented at the user level.
Condor has the following limitations: Unable to migrate
one or more members of a set of communicating proc-
esses. Processes can not execute fork() or exec() or com-
municate with other processes via signals, sockets, pipes,
files, or any other means. Condor checkpointing code
must be linked in with the user’s code and it does not
work for users of third party software who do not have the
access to the source.

5.3 Libckpt

Libckpt [20] is a portable transparent checkpointing
library on UNIX. It checkpoints the process state, i.e. it
saves the process state to a file and recovers the process
state after a failure. It uses transparent incremental and
copy on write checkpointing. It also implements user-
directed checkpointing to improve performance based on
the assumption that a little user input to the checkpointer
can result in a large performance payoff. To use libckpt,
the developer has to change one line of his source code
and recompile with libckpt library. It runs at the user
level. Here are some of its limitations. It does not support
checkpointing of communicating processes. User has to
change the source code and recompile the application.

5.4 Sprite

Sprite [11] provides transparent process migration to
allow load sharing by using idle workstations. It is im-
plemented at the kernel level while providing a UNIX like
system call interface. In Sprite, each process appears to
run on a single host known as host node throughout its
lifetime, but it may execute physically on a different ma-
chine. The kernel distinguishes between location—
dependent and location-independent calls. The kernel
forwards location-dependent system calls of a foreign
process to its home node. Whenever modules that imple-
ment migration need to be changed, many parts of the
kernel have to be changed.

5.5 Checkpoint facility on NT

This is one of the very few checkpoint mechanisms on
Windows NT. It has been developed at Intel, Israel. It
implements a checkpoint facility [24], a general-purpose

library that can be linked and used with any application
transparently. This system is able to checkpoint the proc-
esses by redirecting the Win32 API calls and saving the
data segments, thread execution context and stack seg-
ments. Here are some of the limitations of this system:
The user has to relink the application with the checkpoint
DLL. It does not checkpoint and migrate communicating
processes.

5.6 NT-SwiFT

Software Implemented Fault Tolerance on Windows
NT (NT-SwiFT [15]) is a set of components that facili-
tates building fault tolerant and highly available applica-
tions on Windows NT. It checkpoints data segment, com-
munication channels, contexts of threads, stacks etc. NT-
SwiFT provides detection of failure of a client program;
At fault recovery, the client program is restarted and
communication channels to server programs are reestab-
lished. This system is not general enough to be used for
most applications, and is targeted towards telecommuni-
cation industry, especially client server programs for fault
tolerant services. When a process is migrated to a new
machine, handles used by the old process have to be iden-
tical to those used by the new process—and the intercept
routine repeatedly alocates handles until the returned
handle is identical to the old handle. This may be an ex-
pensive operation.

6. Summary

Most systems that provide process migration, either
change the kernel, or application code. Our system im-
plements the process migration mechanism without any
modifications to the application or the OS, by using the
Win32 API interception mechanism. Any process that is
not inherently built to migrate can migrate to a different
machine using this mechanism. This paper only describes
communicating processes and [14] extends it to GUI pro-
grams. The API interception technique can be used for
general applications (work in progress).

As described earlier, our system provides a new
mechanism that virtualizes the resources used by any ap-
plication. By doing so, we can map the resources dynami-
cally without the knowledge of the application.
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